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Scope of Discussion.  A company’s ability to preserve its proprietary information, goodwill, and 
clients is dependent upon the steps it has taken to protect those assets, including: (1) properly 
identifying such proprietary information or trade secrets; (2) taking reasonable steps to protect 
it, including maintaining security to minimize the likelihood of theft or misappropriation; and (3) 
having employees sign enforceable restrictive covenants (e.g., nondisclosure, noncompete, and 
nonsolicitation agreements). The Defend Trade Secrets Act of 2016 provided—for the first time—a 
federal court civil remedy for acts of trade secret misappropriation. In addition to outlining the key 
features of the law, this publication also provides an overview of additional trade secret protections, 
types of restrictive covenants that may be used to protect proprietary information, and the general 
enforceability of such covenants. The last section provides practical guidance and steps employers 
can take to protect their proprietary/confidential information. While a comprehensive review of state 
law is beyond the scope of this discussion, employers must also consider relevant local laws since 
many of these issues are state-law driven.

The focus of this publication is federal law. While some state law distinctions may be included, the 
coverage is not comprehensive.

1. OVERVIEW OF THE LAW OF TRADE SECRETS
1.1 Introduction

1.2 Trade Secret Protections Under the Defend Trade Secrets Act of 2016

1.3 Trade Secret Protections Under the Economic Espionage Act of 1996

1.4 Trade Secret Protections Under the Computer Fraud & Abuse Act

1.5 Trade Secret Protections Under the Uniform Trade Secrets Act

2. OVERVIEW OF THE LAW OF RESTRICTIVE COVENANTS
2.1 Types of Restrictive Covenants

2.2 Use of Restrictive Covenants

2.3 Enforceability of Restrictive Covenants
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3. PRACTICAL GUIDELINES FOR EMPLOYERS
3.1 Conducting a Trade Secret Audit

3.2 Safeguards for Maintaining Trade Secret Status

3.3 Safeguards for Maintaining Trade Secret Status with Third Parties

3.4 Suggestions for a Confidential & Proprietary Information Policy

3.5 Sample Electronic Resources Policy

3.6 Potential Costs & Benefits of Noncompetes

3.7 Protecting Company Information During the Hiring Process

3.8 Protecting Company Information When the Employment Relationship Ends


